
MANTRAN’s ISO 27001

Services (part of IS

Compliance Services) assists

you effectively comply with ISO

27001 standards with minimal

investment. We focus on utilizing

existing controls to minimize

changes to your IT controls and

processes in your effort to ensure

compliance with ISO 27001

standards.

For more information, please

contact

Barun Kumar

MANTRAN Consulting Pte Ltd

+65 8118 9972

barunkumar@mantranconsulting.com

http://www.mantranconsulting.com

Disclaimer: The information given is only a

summary and details may be omitted which

may be directly relevant to a particular

company. The information should therefore not

be taken to be sufficient for making decisions.

What is ISO 27001?

The ISO 27001 standard was
published in October 2005,
essentially replacing the old
BS7799-2 standard. It is the
specification for an
Information Security
Management System (ISMS).
The standard provides a
model for establishing,
implementing, operating,
monitoring, reviewing,
maintaining, and improving
the ISMS.

ISO 27001 addresses the
following areas:

1. Risk assessment and
treatment

2. Security policy

3. Organization of
information security

4. Asset management

5. Human resources security

6. Physical and
environmental security

7. Communications and
operations management

8. Access controls

9. Information systems
acquisition, development and
maintenance

10. Information security
incident management

11. Business continuity
management

12. Compliance.

ISMS may be certified
compliant with ISO 27001 by
a number of Accredited
Registrars worldwide.

Why ISO 27001?

ISO 27001 is a worldwide
accepted standard for
information security and
demonstrates maturity of
your IT processes and
organization and establish
customer (internal or
external) confidence in your
information security
capabilities. Implementation
of a standard such as ISO
27001 also results in greater
security awareness within
your company. This may also
let you benchmark within
your peer community.

Increasingly, internal IT
teams are also turning to ISO
27001 to demonstrate their
abilities to their senior
management, board of
directors and audit
committee.

It also helps you meet
legislative and regulatory
compliance requirements and
keep your auditors happy!

How MANTRAN can
help?

MANTRAN provides
assistance in developing and
implementing ISO 27001
aligned ISMS. We also assist
organization in selection of
ISO 27001 certification
agencies that perform the
certification audits.

MANTRAN’s approach to
achieve ISO 27001 readiness
is based on the ‘Plan-Do-
Check-Act’ model. This
approach begins with
consideration of information
security requirements and
expectations of the

organization based on the
internal and external
business environments and
available best practices.
These form an input to
developing the ISMS which is
constantly monitored and
reviewed to incorporate
improvements to meet the
challenges of newer threats
in a changing operating
environment.

MANTRAN ISMSReady
Suite

MANTRAN follows a
structured phase-wise
approach to prepare you for
ISO 27001 certification. This
typically involves the
following:

1. Define scope of ISMS

2. Gap analysis

3. Risk assessment

4. Select control objectives

5. Develop ISMS

6. Implement ISMS

7. Post implementation
review.

Knowledge transfer

We assist you by
empowering your employees
to sustain the compliance
effort on an ongoing basis.
We work with your team to
transfer knowledge as part of
our work. We also offer
trainings and workshops for
ISO 27001 compliance.
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ISO 27001 Services

Do you want to demonstrate your information security abilities to your
customers (internal or external)? Have you established a sustainable
information security management system?
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